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Fact Sheet


HIPAA and the Social Security Disability Programs 

** More to Know for Professional Relations Officers **

As the medical community implements the Health Insurance Portability and Accountability Act of 1996 (HIPAA), the Professional Relations Officers play a vital role in ensuring that the disability determination services (DDSs) continue to receive complete and timely medical information.  The following information supplements SSA Publication Number 64-093 and is intended to assist you in addressing program needs in your contacts with the medical community.  

Overview

HIPAA mandates that the Department of Health and Human Services (HHS) establish uniform standards for a health information system, along with requirements to facilitate the electronic transmission of certain health information by "covered entities."  The components of HHS standards relevant to SSA are: 

· Standards for transactions and code sets.

· Standards for privacy of personal health information.

· Standards for physical and systems security.

· Standards for electronic signatures.

· Standard identifiers for individuals, employers, and health care entities. 

HIPAA established timetables for HHS to adopt the standards and penalties if those covered by the standards do not comply.  In effect, HIPAA requires "covered entities" to adhere to national standards when using or disclosing health information.  HHS issued regulations containing the standards for privacy of personal health information -- known as the Privacy Rule -- and this has the most immediate impact on SSA/DDS, with compliance required by April 14, 2003.  SSA is closely monitoring developments in all areas to ensure that we understand the requirements imposed on the medical community with whom the Agency and DDSs deal and to optimize the potential efficiencies of electronic commerce.

SSA and the DDSs cannot provide individualized advice to medical providers regarding HIPAA and Privacy Rule coverage and disclosure issues.   We should direct them to official information provided by HHS so that medical providers are better able to make their own assessments as to what is allowed under the Privacy Rule.  If a medical provider’s interpretation of the Privacy Rule inappropriately inhibits their disclosure of records to SSA, the PRO should direct the provider to the relevant HHS rule or guidance permitting disclosure to SSA and the DDSs.

Covered vs. Non-Covered Entity
It is each health care provider’s responsibility to determine whether it is covered by the Privacy Rule.  In practice, SSA will proceed under the premise that all providers are or will be covered entities.  SSA and the DDSs are not covered by HIPAA or the Privacy Rule when processing Social Security workloads.  The Privacy Act of 1974, as amended, still controls.

Disclosure of All Records vs. “Minimum Necessary Standard”

45 CFR 164.502(a)(1) states:  “A covered entity is permitted to use or disclose protected health information … (iv) Pursuant to and in compliance with an authorization that complies with §164.508.”  If a provider is concerned about releasing all requested information because of the Privacy Rule’s “minimum necessary standard,” assure the provider that “minimum necessary standard” does not apply to disclosures made pursuant to an authorization.  45 CFR 164.502(b)(2)(iii).  The disclosure has been authorized by the claimant and, therefore, is exempt from the “minimum necessary standard.”  The revised SSA-827 is fully HIPAA compliant and, when properly completed and signed, permits full disclosure of all the requested information (45 CFR 164.502, 45 CFR 164.508).   In December 2002, HHS re-issued the following questions and answers (page 25 of formal guidance, see end note for link):

  Q:  Must the HIPAA Privacy Rule’s minimum necessary standard be applied to uses or disclosures that are authorized by an individual?

  A:
  No. Uses and disclosures that are authorized by the individual are exempt from the minimum necessary requirements.

  Q:  Are providers required to make a minimum necessary determination to disclose to federal or state agencies, such as the Social Security Administration (SSA) or its affiliated state agencies, for individuals’ applications for federal or state benefits?

  A:  No. These disclosures must be authorized by an individual and, therefore, are exempt from the HIPAA Privacy Rule’s minimum necessary requirements.  Furthermore, use of the provider’s own authorization form is not required.  Providers can accept an agency’s authorization form as long as it meets the requirements of 45 CFR 164.508 of the Privacy Rule.  For example, disclosures to SSA (or its affiliated State agencies) for purposes of determining eligibility for disability benefits are currently made subject to an individual’s completed SSA authorization form.  [SSA has revised its authorization form to include all the required elements and statements in 45 CFR 164.508.] 

HIPAA specifically permits the disclosure of an entire medical record.  See the following excerpts from HHS’ formal guidance (page 26):

  Q:
Does the HIPAA Privacy Rule strictly prohibit the use, disclosure, or request of an entire medical record?  If not, are case-by-case justifications required each time an entire medical record is disclosed?

  A:
No. The Privacy Rule does not prohibit the use, disclosure, or request of an entire medical record….  Finally, no justification is needed in those instances where the minimum necessary standard does not apply...

Remember, the minimum necessary standard does not apply to disclosures with the individual’s authorization.  

Psychiatric Records vs. Psychotherapy Notes

If a provider is reluctant to release mental health information, especially psychiatric records, and the HIPAA Privacy Rule is either the expressed or implied reason, share the language from the HIPAA Privacy Rule that clearly permits disclosure of medical records, and point out that the only types of records that require separate special authorization are “psychotherapy notes.”  The HIPAA regulation defines these notes as follows:  

Psychotherapy notes means notes recorded (in any medium) by a health care provider who is a mental health professional documenting or analyzing the contents of conversation during a private counseling session or a group, joint, or family counseling session and that are separated from the rest of the individual's medical record.   Psychotherapy notes excludes medication prescription and monitoring, counseling session start and stop times, the modalities and frequencies of treatment furnished, results of clinical tests, and any summary of the following items: diagnosis, functional status, the treatment plan, symptoms, prognosis, and progress to date. (45 CFR 164.501; emphasis added)

SSA does not require access to psychotherapy notes as defined.  The SSA‑827 clearly obtains specific authorization for release of all other information about psychological, psychiatric or other mental impairments. 

Disclosure of Other Sensitive Medical Records

Various other laws have specific requirements for disclosure of medical records considered to be especially sensitive.  These are covered by the language in the “OF WHAT” section of the revised SSA-827.  However, in the context of HIPAA, many providers are reevaluating their disclosure policies and may raise questions about compliance with other regulations.  One that has already arisen is the application of 42 CFR part 2, which regulates the confidentiality of certain alcohol and drug abuse patient records.  The new SSA-827 complies with this rule.  If the provider says that the specific name of their facility must appear on the SSA-827, direct them to the wording of the regulation, which permits the form to include “the specific name or general designation of the program or person permitted to make the disclosure” (42 CFR 2.31(a)(1).  The preamble to this rule says:  “This ... will permit a patient to consent to disclosure from a category of facilities or from a single specified program.  For example, a patient who chooses to authorize disclosure of all his or her records without the necessity of completing multiple consent forms or individually designating each program on a single consent form would consent to disclosure from all programs in which the patient has been enrolled ... The patient is in position to be informed of any programs in which he or she was previously enrolled and from which he or she is willing to have information disclosed."  [52 Federal Register 21799 (June 9, 1987)]
Disclosure of Educational Records

The HIPAA Privacy Rule does not change our ability to obtain records from educational institutions.  However, the revised Form SSA-827 adds specific references to educational records and other language specifically included to satisfy the Department of Education.  The revised SSA-827 obsoletes the

SSA-827-SUP.

Use of Transcription, Copy and Interpreter Services

When the provider utilizes transcription, copy, or interpreter services offered by the DDS, these service providers are serving as agents of the DDS.  The disclosure of the information to these services is done with the understanding that a signed authorization exists and, as agents of the DDS, they are permitted access to the information.  In cases involving interpreters, the Privacy Rule permits disclosure if the individual is present and the provider infers that the individual does not object to the disclosure.  See 45 CFR 164.510(b)(2).

CE Report Disclosure Policy Change

Until now, all requests to a CE provider for a copy of a CE report were forwarded to the SSA/DDS for processing.  When compliance with the Privacy Rule becomes mandatory on April 14, 2003, CE providers who are covered by the Privacy Rule should be aware that the Privacy Rule provides individuals with a right of access to information.  If the CE provider retains copies of the CE report, the CE provider may have to provide it directly to the claimant upon request (45 CFR 164.524).    If the CE provider did not retain the records, or informs the DDS he or she is not a HIPAA covered entity, the DDS may continue to process requests.  

Re-Disclosure of Medical Information Received By SSA/DDS

The Privacy Rule does not change SSA/DDS policy with respect to the disclosure of medical information by SSA or the DDS.  Once health information protected by the Privacy Rule is released to a non-covered entity such as SSA, the Privacy Rule ceases to apply to the released information. Information in the possession of SSA and the DDS continues to be protected by the Privacy Act of 1974, as amended.   The only Privacy Rule requirement relevant to redisclosure is that the authorization form (SSA-827) must contain a description of the conditions of potential redisclosure.  The revised SSA-827 meets that requirement.

SSA-827 – Effective Life
The revised SSA-827 has a fixed expiration date 12 months from the date the form is signed.  This should reduce the volume of inquiries from providers about whether a claim is still active. In the preamble to the Privacy Rule, HHS indicated that providers may disclose medical records created after the release is signed as long as the authorization clearly conveys the individual’s informed consent to do so – as the SSA-827 does.

Use of Electronic Transmission for MER and CE

The Privacy Rule does not preclude the use of fax for medical information.  See the following excerpt from the formal guidance (page 119): 

“Covered entities must have in place reasonable and appropriate administrative, technical, and physical safeguards to protect the privacy of protected health information that is disclosed using a fax machine.  Examples of measures that could be reasonable and appropriate in such a situation include the sender confirming that the fax number to be used is in fact the correct one for the other 

physician’s office, and placing the fax machine in a secure location to prevent unauthorized access to the information.  See 45 CFR 164.530(c).” 

Similar common sense approaches apply to other electronic alternatives for transferring MER, including portable storage disks (POMS DI 22505 is applicable).  HHS’ HIPAA security rule (published February 20, 2003 with compliance required by 2005) encourages, but does not require, the use of encryption for internet-based transfer of personal medical information (including e-mail outside the provider’s local network). 

Use of Old-Version SSA-827s

Even after April 14, 2003, the privacy rule permits providers to disclose certain information pursuant to an old version SSA‑827 signed before April 14, with respect to information created or received by the provider before April 14, 2003 (45 CFR 164.532). 

How should we handle treating sources that refuse to accept the SSA‑827 with the request for MER?
The DDS should reassure the provider that the form is fully compliant with the HIPAA Privacy Rule and other disclosure laws.  Share a copy of the letter from the Commissioner that is intended for this audience.  Wherever possible, point to specific language in the regulations, or to specific language used in the SSA-827, that permits the requested disclosure. (As we mentioned earlier, HHS provides an Internet site concerning HIPAA and we plan to create a SSA web-based help screen for the SSA-827.)  If all else fails, advise the source that under the Privacy Rule patients are entitled to a copy of their own medical records maintained by the covered entity, and we may advise claimants to seek their own records under that provision. 
Summary 
Unless informed otherwise by a medical provider, the DDSs should operate under the premise that all medical providers, including CE providers, are covered entities under the HIPAA Privacy Rule.  After April 14, 2003, the DDSs should rely on the revised SSA-827 as meeting the requirements for disclosure.  With a properly completed and signed authorization, a HIPAA covered entity is legally permitted to disclose evidence to SSA/DDS.  Technically, the Privacy Rule permits, but does not require, covered entities to disclose information pursuant to an authorization such as the SSA-827 used by SSA/DDS.  Medical providers may choose to impose their own, additional requirements for disclosure.  Please advise the regional Professional Relations Coordinator of any provider’s objections or readings of the Privacy Rule that precludes full cooperation so we can resolve them and broadcast the resolution for the broader audience.  PROs should make every effort to convince providers of the credibility of SSA’s program activities on behalf of the claimant’s application for benefits, and of the legal sufficiency of the revised SSA‑827 to permit disclosure. 

Requests for medical information made by a claimant directly to the DDSs should still be handled in accord with the Privacy Act of 1974, as amended, and current instructions.  Requests for information made by a claimant directly to a CE provider should be handled by the CE provider.  To permit a CE provider to disclose the CE report to SSA, the DDS should send a copy of the claimant’s signed SSA-827 when ordering a CE.

The HIPAA privacy rules and HHS’ December 4, 2002, formal guidance are available at: http://www.hhs.gov/ocr/hipaa.  The guidance is very helpful.

See also SSA Publication Numbers 64-092 (for CE providers) and 64-093 (general information for SSA and DDS employees).
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