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December 11, 2015
TO:
All DES Staff

FR:
Frank Joyce, R.N. Acting Senior Director, Disability Evaluation Services

BY:
Sherry J. Campanelli, Program Compliance Manager

            Disability Evaluation Services (DES)
RE:
DES Data Protection Policies and Procedures:  Communication Outside University of Massachusetts Medical School (UMMS) Via Secure E-mail 
Purpose:           The purpose of this memo is to instruct DES staff on the proper use of the UMMS 
secure e-mail system for recipients outside UMMS.
Background:    Proofpoint is a component of the UMMS secure email system.  It complements the Outlook email system of “@umassmed.edu” which assures security of email transmissions within UMMS.
Proofpoint offers the opportunity to send and receive secure email outside the “@umassmed.edu” system via encryption.  The purpose of encryption is to protect confidentiality—to conceal the content of a message by translating it into code. It is especially useful for sending sensitive information that other people should not be able to access. Because email is sent over the Internet, it is subject to being intercepted by hackers. Encryption adds a valuable layer of security to ensure that messages can only be read by the intended recipient.
DES staff must be cognizant of proper business processes related to Proofpoint, in order to assure the security of protected health information (PHI) and other confidential material and remain in full compliance with HIPAA.  Users of Proofpoint secure email must continue to abide by all existing rules of confidentiality and HIPAA. 
For example, staff is reminded to check the email address before sending emails, including those using Proofpoint, since the product does not contain a verification step. If an inadvertent disclosure does occur using Proofpoint, it must be reported to the DES Compliance Liaison and OCR.  Proofpoint may be used to obtain specific missing medical information from a source that already has a signed release but it is NOT appropriate to use Proofpoint to transmit complete medical records. 
The UMMS secure email system for transmission outside UMMS is different than Proofpoint and it is dependent on whether the intended email recipient has a Transport Layer Security (TLS) partnership with UMMS.  
· Automatic-Certain contacts within state government “@state.ma.us” and certain other organizations have TLS partnerships with UMMS and therefore are automatically encrypted so that no action by DES staff is necessary to ensure security.    A link to the current list of TLS partners can be found at this URL on the UMass IT webpage:  http://www.umassmed.edu/it/security/send-secure-email-with-proofpoint/
· Manual-Email message body and attachments sent to any other source may be encrypted manually by the DES user by clicking “send securely-encryption” in Outlook.  The email recipient is then notified of his/her receipt of secure email and is instructed to create a Proofpoint profile to enable him/her to open the email and respond securely. Once the external recipient has received the secure email and has created a Proofpoint profile, he/she is able to respond (including Cc’s) but only within “@umassmed.edu.” Note:  A secure umassmed.edu email may also be sent by typing the word “secure” in the subject line of the message.
Policy:             It is appropriate in the DES context to use the Proofpoint secure email function to communicate with entities outside UMMS as follows:
· Use Proofpoint to supplement or clarify information previously received in a response to an RFI (source already has a valid signed release).

· Use Proofpoint to communicate with CE providers and the interpreter services organization (CE schedulers and Provider Relations Liaison only).
· Use the Proofpoint “send secure-encryption” function when in doubt about whether or not the intended recipient is a “TLS” partner.
Procedures:      DES staff will follow these procedures when using the Proofpoint secure email                    


system:
· Always print and file any PHI received via Proofpoint in the appropriate case folder and then permanently delete the electronic record   
· Always double check the email address of your intended email recipient
· Always note in DEScovery any communication via Proofpoint 
· Always note in DEScovery the receipt and deletion of electronic PHI as well as the creation of any related paper record for the case file.
· Always print/file/delete (PFD) electronic PHI that has been misdirected and ensure it is delivered to the intended DES recipient.
· Always seek technical assistance and review of any new DES procedures based on Proofpoint with the DES Compliance Liaison. 
DES staff must avoid the following when using the Proofpoint secure email system:
· Sending PHI by secure email to anyone not authorized to receive it.
· Using Proofpoint to send routine RFI letters
· Saving any PHI received via Proofpoint on a computer’s hard drive (also known as C: drive) and/or the My Documents file.

· Resending PHI received via Proofpoint (except internally within DES; recipients within DES are responsible for the Print/File/Delete procedure.)

· Entering PHI in the subject line of an email
· Personal use of Proofpoint 
· Sending Proofpoint email to clients or their authorized representatives (including eligibility representatives and Permission to Share (PSI) designees)   (See exceptions above related to pre-approved client representative organizations.)
· Inadvertent disclosures via UMMS web mail away from the DES site such as the following:

· Use of “remember my password”

· Failure to log off

· Accidental visualization
Summary:      The UMMS secure email system provides for secure encrypted transmission of confidential information including PHI both inside and outside of UMMS.  When communicating with recipients outside UMMS, DES staff must be fully cognizant of proper business processes related to the Proofpoint system, in order to assure the security of protected health information (PHI) and other confidential material and to remain in full compliance with all existing rules of confidentiality and HIPAA. 
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